
Frequently Asked Questions



What differentiates what you’re doing 
from services like “Once I’ve Gone”?

The three primary differentiators between existing services and ours are:

1. Intuition – we are creating an intuitive concierge service that works at 
the pace and style of the user. Other services force you to record things 
in certain categories and in specific ways.

2. Simplicity – we approach the subject of creating a legacy from the 
position of making life easier before the end. Other services are 
relatively morbid (even by name) and aren’t about making things easier.

3. Technology – we are using the most cutting-edge technology to provide 
personal assistance solutions. Other services are using old fashioned 
storage methods that are not in keeping with what’s technically possible 
or, more importantly, expected by users in the modern world.



What is stopping someone like Google 
or Facebook doing what you’re doing?

Massive organisations are fundamentally uninterested in being 
platform agnostic. Their competitive position is a disincentive 
to be platform agnostic. 

We also question the volume of trust that one of the five 
monopolies would have if they launched a service like ours. 

We believe that trust will come from user's owning their own 
data and we suspect that the big players will maintain their 
position of reluctance to give ownership of data back to people 
- largely as it is intrinsic to their revenue and profitability.



How do you intend on maintaining 
competitive advantage?

Ultimately the advantage comes from how much trust is 
created. 

We believe we will win through a combination of intuition, 
simplicity and technology, including our ethical standpoint in 
relation to the data rights of the user and our differentiation in 
terms of business model. 

However, we aim to partner with services that could, 
theoretically, be seen as competitive.



What if a human programming error is made somewhere along the 
line, in the manner of SPECTRE or HEARTBLEED? This is exploited by a 
malicious actor, and you have neatly siloed and packaged the data for 
millions of users for them to abuse. Is the risk of a large attack surface 
worthwhile for the benefits you offer the user, and how do you 
mitigate attacks?

This is a question that every technology company must answer 
and will be a priority element of our technology strategy. Our 
security approach is outlined here. 

Our starting-point view is that attack mitigation should be pro-
active rather than re-active and be part of the intelligence 
layer we intends to build - not least that encryption will 
happen at a device level. 

We intend to use AES-256 bit encryption with PBKDF2 SHA-
256 and salted hashes to ensure complete security in the 
cloud. Data stored in a user's vault will be completely 
encrypted and kept secret, even from us.

https://withgrace.io/2020/09/08/our-security-approach/


How does your protocol ensure asymmetry of information 
between devices? Could a malicious IoT device get 
information on other aspects of the user's life?

This is based on a combination of tech architecture, corporate 
morals, and overall security of the system. A fundamental 
reality of today's world is that malicious endeavors are often 
steps ahead of the platforms that exist. 

If organisations view that risk as a reason to not innovate, the 
real risk is that progress doesn't happen. What needs to be in 
place is awareness, pro-activity and priority to address these 
risks head on. 

Also, progress in quantum computing provides us with new 
potentials in security that prisms and beam splitters will find 
harder to impact.



If your system is structured as a 'Majordomo', a centralized holding 
house for data, it could act as an oracle for a malicious device inside 
the network. How do you prevent such devices from simply polling 
multiple requests, and building up a silhouette of the data for their 
own use?

The assumption here is that Grace will be a centralized holding 
house for data. In contrast, we aren't setting out to be a 
'Majordomo'. Grace will be a collection of individual 
'Microdomos'. Other assumptions in the question are that 
malicious devices a) will definitely exist perilously, b) are able 
to poll multiple requests and c) by doing so can build up a 
dataset for their own use (which, by inference here would be 
malicious). It would be dangerous for Grace to be structured in 
such a way that any of those assumptions are part of the 
design, let alone something that is purely re-active.



How do you allow users to trust the decisions made 
by Grace, and to gain a semblance of human 
rationality in decision making?

We don't see that as a technological question or answer, we see it 
as a brand and understanding point. 

The reason Siri is relatively 'trusted' isn't about the code behind it, 
as much as the brand loyalty to Apple. 

The code may provide some sense of assistance, and thereby 
build trust in terms of service quality. Again, the ability for users 
to own their own data will assist in building that trust.



Some feel that traditional AI methods such as neural networks are 
impossible to analyze node values, and finite state machines do not 
show the required deep learning capabilities. How do you 
philosophically view neural networks?

We relate strongly with neural network architecture as 
illustrated by many scientists including Steven W Smith Ph.D. 
in Chapter 26 of 'The Scientist and Engineer's Guide to Digital 
Signal Processing' (1997), where one can view an input layer 
(passive nodes), hidden layer (active nodes) and the resultant 
output layer (active nodes) as a process that transports value 
across the information flow, for observation and analysis. 

Much of this is down to the intention of observation itself. 
Grace will observe to learn and to enable, rather than scrape, 
package and sell (which is the primary model in the 
marketplace).

http://www.dspguide.com/pdfbook.htm


A competing service is created. Will you design for users to 
transfer, or will you encourage lock into your proprietary 
patented design? How does that square with the 
requirement of data portability under GDPR in Europe?

The only thing 'competitive' is if an individual user decides to not 
use the service and extract all their information - which will be 
made extremely easy to do. Free will is encouraged not penalized. 

With regards to the GDPR of May 2018 (which we've been 
publicly creating content about since 2008), Grace is more like 
GDPR 2.0. 

We believe there's a major difference between companies being 
regulated to act with responsibility and adjusting the ethical view 
of human rights to their own privacy. 

Grace is being created in-line with where we believe Data 
Protection Regulation will eventually get to, let alone being in-line 
with the current requirements.



Will you be a black box solution, or will you make 
your software open source? If you are a black box, 
why should do users trust you with their data?

We believe that trust isn't a binary outcome of black box versus 
open source solutions. There are as many trust issues with open 
source technologies as there are with totally closed 
environments. The largest companies in the world have shown 
that for all to see. 

There's also a difference between a closed ecosystem and what 
parts of the technology are being secured. In terms of trust (as 
that is the nature of the question), the capability for users to 
access all their data, transport all their data, and know exactly 
what all their data is used for, is a major differentiator of Grace. 

This point, however, is unlinked to whether the source code is out 
in the open.



Have a question that hasn’t been 
asked/answered yet? 

Please get in touch:

info@withgrace.io

mailto:info@withgrace.io

